INTRODUCTION
Pandemics urgently remind us of the need for health information. Without sufficiently accurate and comprehensive information, identification of disease outbreaks may be delayed to the point that containment becomes far more difficult. But the need for health information is not limited to contagious disease, the original focus of public health surveillance. Health information is also critical for the analysis and comparison of population health trends, for comparisons of cost and quality of care, and for comparative assessments of treatment efficacy. Information in patient records and other health information may also be crucial for research on both existing and novel treatment modalities. Moreover, it may help us understand the natural course of diseases or complex relationships between genotypes and phenotypes. With large data sets of health information, it is also possible to identify rare side effects of medication or drug interactions.
Although public health information is typically collected by entities that track political jurisdictions, the need for such information transcends borders. In order to identify and track disease outbreaks or other potential events of concern to public health, data on an international scale may be crucial. Cross-border comparisons of treatment costs, efficacy, or quality may prove illuminating. Especially for the detection of less frequent events in subpopulations, data from more than one jurisdiction may be required. If jurisdictions have significantly different legal structures for data protection, however, the benefits of shared data may not be attained.
The United States (US) and the European Union (EU) both have extensive systems for the collection of health information that can be important for many purposes. However, they have significantly different legal structures for data protection. These differences are likely to persist or intensify if the EU finalizes proposed changes to its data protection regime. This article describes the differences between EU and US legal protections for health information. It urges institutionalization of protections that allow both the EU and the US to share health information in a manner consistent with their commitments to individual privacy.
As described below, EU data protection rests primarily in the Charter of Fundamental Rights and Freedom and with Directive 95/46/EC. The latter is currently in the final stages of a revision process. Each member state has its own data protection legal structure that must meet these over-arching requirements. Data protection in the U.S. is far more fragmented, including the federal Privacy Act for data possessed by the federal government, state data protection laws, the Health Insurance Portability and Accountability Act (HIPAA) protections for health information possessed by entities it covers, the Federal Trade Commission prohibition of unfair or deceptive trade practices, and many other federal and state laws involving different types of data or data holders. The focus in the discussion to follow will be EU and US federal data protection laws, rather than the laws of the various sub-jurisdictional units.
I. IDENTIFIABLE AND NON-IDENTIFIABLE HEALTH INFORMATION
On both sides of the Atlantic, data protection laws apply to information that might identify individuals. For example, the EU Directive 95/46 defines "personal data" as "any information relating to an identified or identifiable natural person." 2 In the United States, the HIPAA statute and accompanying rules apply to "health information," that is, information that relates "to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual."' There are many reasons for the structure of HIPAA, including the concerns about individual harm and respect for individual choice that underlie the impetus for data protection.' An advantage of this structure is that de-identified or never-identified information can be shared outside of the requirements of jurisdictions' data protection laws. 5 However, the distinction between identifiable and de-identified data is increasingly difficult to implement in practice.' Some information-such as genetic information, radiology scans, or cardiac tracings-may be unique to a particular individual.' Even if proper de-identification procedures are followed, combinations of data may permit identification of unique individuals to a high degree of probability.' The advent of the "Internet of Things"-especially smart devices worn on the person-may render anonymous collection of data increasingly a thing of the past. 9 Moreover, some of the benefits of data sharing can be realized with anonymous or de-identified data, but many cannot. Identifiers are needed at some stage in the process if records are to be linked reliably. If there is any reason to re-contact individuals, for example, for contagious disease contact tracing or information about identified health risks, identifiers will also be necessary. If information is to be analyzed in such a way that it covers small areas or involves cells in which there are very small numbers-as might be the case for rare conditions-inferences about individuals may also be possible.
Significant controversy remains about the acceptable levels of risks of re-identification and how these risks can be mitigated.'o Controversy also exists about whether de-identification is sufficient protection even if it could be implemented reliably." Labels applied to groups may stigmatize those groups, and uses of de-identified data may be thought to violate the integrity of individuals from whom the data were originally collected, even if they no longer can be identified.'
2 These issues surrounding de-identification will remain even if practices for the treatment of identifiable information are improved, but they are set aside for the remainder of this discussion.
II. DATA PROTECTION LAW IN THE EU
The EU has both Union-wide and individual member state data protection laws. At the level of the EU, overarching protections apply to all data types within the scope of EU's power to regulate, power that remains limited under basic EU law." The Lisbon Treaty requires the Union to respect the equality and national identities of member states.' 4 It reserves specified functions to member states, especially the function of national security but also the functions of ensuring the territorial integrity of the state and maintaining law and order." The Treaty also endorses the principle of subsidiarity, meaning that in areas not within its exclusive competence, the Union acts only to the extent that the objectives of the proposed action cannot be sufficiently achieved by member states acting separately but instead can be better achieved at Union level."
The fundamentals of EU data protection law are set out in the Charter of Fundamental Rights.'" Effective in 2009, the Charter institutionalizes protection of certain basic rights as a matter of fundamental EU law.'" Among these rights are the Article 1 right to human dignity, the Article 3 right to the integrity of the person including free and informed consent to medical interventions, the Article 6 right to liberty and security of the person, the Article 7 right to respect for private and family life, and the Article 8 right to protection of personal data. 19 This last right includes the general right to protection of personal data and the more specific rights that personal data will be "processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law." 20 Article 8 also provides that everyone has the right to access data about himself or herself and the right to rectification of data.' Compliance with Article 8 must be subject to oversight by an independent authority.
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Directives under EU law set out basic requirements that member states must implement in their national laws. Individual member states have considerable latitude to determine how they will achieve compliance with a directive. Directive 95/46, adopted now almost twenty years ago, set out a framework for data protection in order to further the free movement of information among EU member states.23 The concern giving rise to the Directive was that member states were increasingly unwilling to allow data transfers out of concerns that privacy would not be adequately protected.24 Following the principle of subsidiarity, the Directive requires all member states to determine the circumstances under which the processing of personal data is lawful in accord with Directive requirements.
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The Directive applies to all processing of personal data by automatic means or by means of a filing system. 26 Requirements of the Directive are applied to "data controllers," who determine the purposes and means of collecting and processing personal data, and to "data processors," entities processing data on behalf of controllers.
27 Data controllers and processors may be natural persons, legal persons such as corporations, or public entities. [Vol. 103
The Directive does not apply to the processing of personal data outside the scope of EU law, including the processing of personal data for purposes of national security, defense, or criminal law enforcement." It also does not apply to processing by a natural person for household activities.
3 0 Member states must provide exemptions for data processing carried out solely for journalism, artistic, or literary expression, but "only if [these exemptions] are necessary to reconcile the right to privacy with rules governing freedom of expression."3
The Directive requires EU member states to require that personal data must be processed fairly and lawfully. Data must be collected for specified purposes.1 2 Data must be kept in a form that allows identification of data subjects only for as long as necessary for the intended purpose of the collection.
3 Processing is permissible with the unambiguous consent of the data subject or if it is "necessary for the performance of a contract" with the subject or for the fulfillment of a legal obligation of the data processor. 34 Processing without consent is also permissible "to protect the vital interests of the data subject"; 35 this provision permits processing of an individual's data for purposes of giving health care in an emergency, for example. Consent is also not required for tasks "carried out in the public interest" or for tasks carried out "in the exercise of official authority vested in the controller or in a third party to whom the data are disclosed."
36 These provisions permit data processing for authorized public health purposes.
An important feature of the Directive is the special protections it provides for categories of especially sensitive information. These categories include "data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership . . . health or sex life."" For data in these categories, the subject's explicit consent to processing is required, with certain exceptions." One relevant exception is that member states may prohibit processing of sensitive data even with the subject's consent. 39 Processing of sensitive data may be permitted without consent if the "processing is necessary to protect the vital interests of the data subject or of another person" or the data subject is incapable of giving consent.
4 0 An example would be a public health authority processing information needed to trace contacts of an Ebola patient where the patient is unable to give consent. In addition, these special strictures on the processing of sensitive data do not apply to processing by health care providers under national " Id. art. 3(2), at 39. 30 Id. law "for the purposes of preventive medicine, medical diagnosis, the provision of care or treatment or the management of health-care services.
A further provision of Directive 95/46/EC allows member states to create special rules for the processing of data for scientific research. Although data subjects have rights to information about whether data about them are being processed and to request correction of processing that is not in accord with Directive requirements, 42 member states may restrict these rights in the case of scientific research. 43 Restrictions require adequate legal safeguards, including that the data not be used for decisions regarding particular individuals and that the privacy of the data subject be protected."
Directive 95/46/EC also prohibits the transfer of data outside of the EU to any jurisdiction that does not meet the EU's standards for an adequate level of protection. 4 Because of the vast differences between their data protections, concerns arose that the EU would consider US protections inadequate and thus that it would be difficult to transmit data from the EU to the US. The solution has been the establishment of a "safe harbor" by the US Department of Commerce. Under the "safe harbor," an entity receiving data from the EU may self-certify that it will process data according to EU standards. 4 6 Failure to honor this certification is considered a deceptive trade practice, subject to enforcement action by the Federal Trade Commission (FTC). 47 An additional area of tension in data policy between the EU and the US is data transfers for law enforcement purposes. These transfers are outside of the scope of Directive 95/46/EC. Since 2011, however, the EU and the US have been negotiating an agreement to permit the flow of data for national security and law enforcement purposes. In the aftermath of the revelations of the US PRISM program, these negotiations continue to be stalled. A particular area that remains unresolved concerns the rights of EU citizens to seek judicial redress for treatment of their data in the US. For example, a EU citizen who has been erroneously identified as a security risk might have data transferred to the US and then be denied entry. That EU citizen would have rights to have the data corrected in the EU, and it is the EU's position that the same rights should apply for the EU citizen to seek correction in the US. In the years since the implementation of Directive 95/46/EC, technology has changed enormously. At the time of the Directive's implementation, social networking, cloud computing, and crowd sourcing had not been developed, and even email was far different than it is today. The "internet of things"-smart devices-is increasingly apparent. 49 Other problems with Directive 95/46/EC have also become increasingly apparent, including significant variations in implementation among member states, confusion about the identification of data controllers and processors, and tensions over the adequacy of the EU-US safe harbor.
As a result, and after extensive study beginning in 2009, the EU has undertaken to reform the Directive. so The reforms were proposed by the European Commission in 2012 and adopted by a vote of the European Parliament in the spring of 2014.s' They await final approval by the European Council of Ministers. There are some concerns that the approval process has stalled, however, and France has recently urged strengthening plans for adoption.s" These proposed reforms make many procedural and substantive changes that are relevant to health information.
An initial procedural change is that the proposed reforms take the form of a regulation rather than a directive. This means that member states will have less flexibility than they currently enjoy in their implementation of Directive 95/46 and thus there will be more uniform data protection rules across the EU. 54 An important constraint does remain in that the principle of subsidiarity must continue to be met. Importantly, the new EU regulation clearly will apply to any company doing business within the EU, even if the data processing is actually performed elsewhere, as with cloud storage. such as privacy-protective default settings would be required. The proposed Regulation stipulates that the data controller bears the burden of proving the data subject's consent to processing for specific purposes; consent must be presented in a manner that is distinguishable from any other written materials provided along with it." 7 Another quite high-profile substantive change is the inclusion of the "right to be forgotten" in the Regulation. 5 8 A version of this right was applied by the European Court of Justice in its 2014 decision involving the Spanish data protection authority's request that Google eliminate links in a search for a private citizen's name to a newspaper's publication of a record of his long-ago resolved debt. 5 Implementation of this decision remains controversial, however. Search engines such as Google have posted forms for individuals to use to request erasure, which is really delisting the links from the search rather than full erasure of the data. 60 Google reported over 150,000 requests by the fall of 2014, of which it granted 41.6%.61 News organizations such as the BBC have in response decided to publish a continually updated list of all granted requests, asserting that some of the articles have been wrongfully removed and the public's right to know compromised as a result.
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Personal data concerning health information command a separate article in the Regulation. Under Article 81, the processing of personal health data must be necessary for one of the following reasons:
(a) the purposes of preventive or occupational medicine, medical diagnosis, the provision of care or treatment or the management of health-care services, and where those data are processed by a health professional subject to the obligation of professional secrecy or another person also subject to an equivalent obligation of confidentiality under Member State law or rules established by national competent bodies; or (b) reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety, inter alia for medicinal products or medical devices; or (c) other reasons of public interest in areas such as social protection, especially in order to ensure the quality and cost-effectiveness of the procedures used for settling claims for benefits and services in the health insurance system." s Id. art. 7(1)-(2) 
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The Regulation also makes explicit that processing of personal data for historical, statistical, or scientific research purposes is lawful, subject to specified conditions and safeguards found in Article 83.' Under these Article 83 safeguards, personal data may be processed only if these research purposes cannot be otherwise fulfilled by processing data that does not permit, or no longer permits, the identification of the data subject.
6 s The safeguards also include separation of identifiers to the extent that research purposes permit.
6 6 Health information may be processed for historical, statistical or scientific research, subject to these safeguards; an example is the compilation of patient registries to improve diagnosis and treatment of specific conditions. 6 7 Finally, the Regulation codifies the right to be forgotten and to erasure. 6 ' The right applies when the data are no longer needed for their purpose, the data subject withdraws consent and there is no other legal basis for processing, the data subject objects to the use of the information for marketing, or the data processing violates the regulation in some other way. 69 This right does not apply to the processing of data for historical, statistical, or scientific research in accord with the Regulation.o
As approval for the proposed new Regulation has proceeded, some research and public health entities have voiced significant interpretive concerns. One concern is the likely scope of the public interest exceptions, especially for biomedical and public health research. 7 ' Another concern is that if the Regulation is interpreted narrowly, it may hamper efforts to monitor population health. 7 2 Still another concern is that increased harmonization-one of the goals of the reform-will undermine more effective data protection regimes already in place in some EU member states, especially Scandinavian countries."
Another important area of discussion about the new Regulation will be its impact on transfers of data between the EU and the US. The Regulation makes clear the importance of ensuring that transfers beyond the EU are to jurisdictions that meet EU standards. 74 There are calls within the EU for reconsideration of the US-EU safe harbor doctrine in the aftermath of Wikileaks. Indeed, the Commissioner-designate for the Digital Internal Market, Andrus Ansip, recently stated, "Safe Harbour is not secure. The Agreement has yet to live up to its name."" Ansip also asserted in the hearing that unless the US provides more specific conditions in its escape clause for national security, the EU should consider suspending the Safe Harbour Agreement." 6 III. DATA PROTECTION LAW IN THE US Data protection law in the US is far more fragmented than in the EU.n In the US, privacy protections differ based on the type of entity holding information, the type of information, and the jurisdiction."
Health information is subject to a wide variety of federal and state laws. The Privacy Act of 1974 protects identifiable information possessed by the federal government." Federal law also provides some additional protections for special types of data such as census dataso or certain statistical information." Information possessed by state governments comes under the protection of each state's privacy and freedom of information act laws. These laws may permit the disclosure of at least some identifiable information, as when a newspaper in southern Illinois sought cancer registry data to investigate allegations of a cancer cluster caused by exposure to environmental toxins. 82 The primary US statute governing health information possessed by health care providers and payers is the Health Insurance Portability and Accountability Act (HIPAA). 83 This statute also applies to business associates possessing identifiable health information under contract with the primary entities it covers, such as vendors of electronic medical records systems. 4 It does not, however, apply to the myriad forms of apps or internet sites possessing health information, from personal health record providers to fitness apps to social networking sites such as Facebook or search engines such as Google. These non-HIPAA covered entities are governed instead by the Federal Trade Commission (FTC) Act prohibition on unfair or 75 Ansip Threatens to Suspend Safe Harbour Data Agreement with US, EURACTIV (Jan. 8, 2015, deceptive trade practices. 15 In recent years, the FTC has brought actions against both HIPAA-covered entities and non-HIPAA covered entities for violating this prohibition. Examples include the settlement involving CVS Caremark for improper disposal of prescription labels" and the recent action against LabMD for allowing sensitive health information to be exposed to a file-sharing network and to identity theft."
HIPAA, despite frequent assumptions to the contrary, was not primarily intended as an information protection statute. Its primary goals were to further the portability of health insurance and to streamline health insurance transactions. The Security Rule and the Privacy Rule implement HIPAA. The Privacy Rule is distinguishes between uses and disclosures of protected health information for which patient authorization is required and uses and disclosures that do not require authorization." There is also a small category of types of uses and disclosures that require giving patients an opportunity to object, such as a listing of the names and room numbers of patients admitted to a hospital or the sharing of health information in the patient's presence with persons involved in the patient's care. 8 9 A major category of uses and disclosures that do not require patient authorization is treatment, payment, and health care operations (including quality improvement and analytics of cost-effectiveness). 90 Uses and disclosures for health care operations are subject to what is called the "minimum necessary" standard." This provision of HIPAA is somewhat parallel to the proposed EU Regulation Article 81's treatment of health information for health care, although it extends more broadly and does not explicitly contain the EU's confidentiality requirement.
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A second category of uses and disclosures that are permissible without patient authorization is uses and disclosures for public health purposes as required by law." Once information has been transferred to public health authorities under this category, it is no longer under HIPAA protections. 94 This requirement is the parallel to the proposed EU regulation Article 81's disclosure for public health surveillance. States may strike a variety of balances between the protection of individual privacy and access to information by the public. A particularly noteworthy example of a state striking the balance against privacy in favor of the public's right to know is Illinois. The Illinois Supreme Court required the disclosure of state cancer registry data with cell numbers sufficiently small (a diagnosis of neuroblastoma, together with the date of diagnosis and zip code of the patient's residence) so that re-identification was possible by an expert. 9 ' In reaching this conclusion, the Illinois Supreme Court interpreted the statutory language of its Freedom of Information Act, and found that "tends to lead to the identity of' referred to what ordinary individuals might be able do and not to the abilities of technologically sophisticated experts.1 7 HIPAA also allows the use or disclosure of protected health information for law enforcement purposes, a potentially open-ended provision not subject to the minimum necessary standard. " This provision also opens the possibility of extensive transfers of health information of the sort objected to by many in the EU after Wikileaks."
For research, HIPAA allows use of what is termed a limited data set of health information without patient authorization. 00 This is a data set that has been stripped of most identifiers, except some dates and locations;' 0 ' these data sets may permit more robust analyses than de-identified data, although they may not allow sufficiently accurate linking of records. HIPAA also permits the use of identifiable health information in research, if there is an Institutional Review Board or privacy board waiver of authorization based on a finding that the research could not practicably be carried out without the waiver and that patient privacy will be protected adequately.1 02 Otherwise, HIPAA requires patient authorization for the use of the health information that it covers in research. Tensions between these HIPAA requirements and the federal Common Rule used by many federal agencies to govern research with human subjects are notorious 0 3 and have led to proposals to amend the Common Rule." 0 ' These proposals have not as of yet been acted on, however. In comparison to proposed EU Regulation Article 83's provisions governing use of health information for historical, statistical, or research purposes, these US requirements are impressively cumbersome. [Vol. 1o3 43o0
Like the EU, the US is thus considering at least some revisions to its regulatory structure governing the use of health information. However, consideration appears to be limited to the interplay between HIPAA and the federal regulations governing research with human subjects, at least at present. And it remains unclear if, or when, the Department of Health and Human Services will issue a notice of proposed rulemaking about revisions to the research rules; the advance notice was issued in 201110 and a notice of proposed rule-making had not been issued as of this Article's publication. Moreover, US privacy law is so fragmented in comparison with EU law, in terms of both jurisdictions and subject matter, that it appears unlikely that more comprehensive changes will occur at least in the next few years.
IV. CONCLUSION: TOWARDS MORE EFFECTIVE AND
INTEGRATED USES OF DATA FOR HEALTH Many important public health, health research, and treatment goals can be furthered by the use of health information. Privacy protection, as the EU recognizes, is an important aspect for facilitating the use and transfer of this information. All too often, privacy is seen as a barrier to information use, but without adequate assurances that data will be safeguarded appropriately, there are risks that data will not be shared at all.o 6 Providing such assurances is a primary impetus for the EU's revision of its current data protection law.
As the EU moves towards adopting and implementing its proposed regulatory changes, it will be important to monitor the impacts on public health and medical research both within and beyond the borders of its member states. For the US, one concern will be whether the EU's increasingly stringent privacy protections will require revision of the safe harbor framework. There may also be growing divergence between the EU's overarching approach to the protection of personal information and the US's segmented approach that imposes very different restrictions on information within and outside of the HIPAA rules. Those interested in the responsible use of health information in the US might be well advised to watch how the EU's proposed Regulation plays out in the treatment of health information, especially the implementation of the provisions of Articles 81 and 83 governing the use of information for public health, improvement of health care, and medical research. 
